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Overview:

The Arkansas Enterprise Information Architecture Group' has developed draft
guidelines for state agencies to use in the management of electronic records. These
practical approaches are intended to guide agencies toward developing effective records
management procedures. The practical approaches to managing electronic records
described in Part I includes: 1) creating, and managing electronic records; 2) protection
and preserving electronic records; 3) proper disposal; 4) collection and use of personal
information; 5) agency Internet web site privacy statements; 6) maintaining secure,
reliable and trustworthy systems; 7) electronic records correspond to business needs; and
8) three functional requirements to ensure effective electronic record keeping.

Part II (E-mail Guidelines) addresses E-mail as a public record. The purpose of Part
IT is to assist agencies in the management of electronic mail (e-mail) messages as public
records within Arkansas state government.

Part I11 (Electronic Imaging Guidelines) is designed to identify critical issues for
agency officials to consider in designing, selecting, implementing, and operating digital
imaging technologies. The guidelines provide recommendations and are not intended to
serve as a rigid set of requirements. However, the degree to which they are incorporated
into system design will greatly effect the long-term accessibility of the electronic records
involved.

Part I: Electronic Records Management

Introduction:

The widespread use of technology to conduct government business has resulted in
an increase of electronic state records. With the implementation of electronic signatures
and the evolution from paper record keeping to electronic records, new requirements for
the collection, storage, and long-term retention of records in digital form are emerging.
New requirements being proposed in the Freedom of Information Act (FOIA) for
custodial responsibilities within agencies and access by citizens to electronic records
depend upon standards that will support open access while at the same time consider
confidentiality requirements. If this information is mishandled, electronic records can
easily be lost or misplaced, and information may be difficult to retrieve. The results are
costly delays, lost business opportunities, frustrated office personnel and managers being
forced to make decisions based on inadequate information.

Currently, most electronic information systems used to create, receive, and store
these public records do not provide full records management functionality. Agencies need
to adopt electronic information systems that provide proper controls over the creation of
records, maintenance of records, and disposal according to approved processes for
managing both open records and confidential record retention schedules.

Statement of Benefit:
The implementation of sound record management practices for electronic records
can result in a number of benefits for government. One of the more important benefits is

' The Information Architecture Working Group consists of representatives from a variety of Arkansas state
agencies.
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to ensure the creation and management of accurate and reliable electronic records. This
allows agencies to fulfill legal mandates regarding the protection of their records. Other
agency benefits include: ensuring the legal acceptability of agency electronic records,
reducing costs for the retrieval of records no longer needed to be maintained on the
system, reducing the burden of paper record keeping, identifying appropriate means for
the movement of records to successive generations of technology and systems and
improves citizen access to public information.

Meaning of Terms:

Public records means writings, recorded sounds, films, tapes, electronic or
computer-based information, or data compilations in any form medium, required by law
to be kept or otherwise kept, and which constitute a record of the performance or lack of
performance of official functions which are or should be carried out by a public official
or employee, a governmental agency, or any other agency wholly or partially supported
by public funds or expending public funds. All records maintained in public offices or by
public employees within the scope of their employment shall be presumed to be public
records. “Public records” does not mean software acquired by purchase, lease, or license.
(From AR Act 1653, An Act to Amend Various Provisions of the Freedom of
Information Act; 83" General Assembly)

Public records include: cards, papers, correspondence, disks, tapes, maps,
memoranda, electronic mail, papers, photographs, recordings, reports, microfilm, and
optical disks.

Public records are information that is created or received in fulfillment of
government work and is therefore subject to records management statutes. It is the
complete set of documentation required to provide evidence of a business transaction.

Over the past few years, questions have been raised about the difference between
paper versus electronic records. For example: “How long do we have to keep
correspondence we’ve received in the mail versus how long we have to keep our
electronic mail?” There is no difference. It does not matter in which form the
correspondence was received, paper through the U.S. mail or electronically via the
Internet. The record is still “correspondence” and the retention period is the same.

There is a common misconception that the Arkansas Freedom of Information Act
(FOI) is a retention statute. The Arkansas FOI law states that if one receives a request for
public information, and the request falls within the definition of a public record, and it is
not covered by one of the exemptions, then the agency has to make it available. Only
retention statutes require one to retain, and Arkansas does not have a general retention
statute requiring public servants to retain ‘records’. However, there are statutes within the
Arkansas Code that require particular government entities to retain particular records
(e.g., cities retaining invoices for accounting purposes, court records being retained
forever, etc).

Arkansas Code 5-54-121, “Tampering with a Public Record”: This Arkansas Code
makes it a crime (class D misdemeanor) to destroy a public record; “a person commits
the offense of tampering with a public record if with the purpose of impairing the
legibility of a public record he knowingly makes a false entry in or alters a public record
or erases, removes, destroys or conceals a public record.” Therefore, just because one
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destroys, a ‘record’ that the Arkansas FOI law does not require be retained, the action of
destruction has not violated this statute. However, if one destroys a ‘record’ that fits
under a specific retention law and the destruction of it prevents if from being available,
the law has been violated.

State agencies means all state departments, boards, commissions, and institutions of
higher learning but shall not include the elected constitutional officers and their staffs, the
General Assembly and its committees and staffs, or the Supreme Court and the
Administrative Offices of the Courts. State agencies are subject to Arkansas records
management statutes.

Custodian: With respect to personal information, it means the person having
administrative control of that information (record), or his or her designee. “Custodian”
does not mean a person who holds public records solely for the purposes of storage,
safekeeping, or data processing for others.

Personal Information is any information that by some specific means of
identification, including but not limited to any name, number, description, finger or voice
print or picture, and including any combination of such characters, it is possible to
identify with reasonable certainty the individual to whom such information pertains.

Practical Approaches to Electronic Records Management and
Preservation:

1. Creating and Managing Electronic Records
Government agencies need to create, manage, and maintain electronic records that
are:

- Accessible over time for business and secondary uses

- Reliable and authentic (to stand up in legal and business forums)

- Usable for multiple purposes

Unfortunately, many traditional information system designs do not give adequate

attention to the creation, integration, management, and preservation of electronic records.
In many cases, redundant paper systems must be maintained or substantial additional
resources must be spent in order to address records management requirements after
information systems have been implemented.

a. Maintain adequate search and retrieval capabilities to ensure that electronic
records can be retrieved for all legitimate business purposes for their full retention
period. This will require adequate indexing as well as search tools.

b. Develop methods to provide public access to electronic records and to protect
personal privacy and confidentiality. When systems are designed, government
agencies should develop methods of access that take into account the public
access and confidentiality requirements. The need for public access to electronic
records must constantly be weighted against a government agency’s duty to
protect personal privacy and confidentiality.
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2. Protection and Preserving Electronic Records
Public managers have an obligation to preserve the integrity of electronic information
for current and future uses. As a general rule, only the custodian with authority may
destroy an electronic record. Arkansas statutes rest on the premise that public servants
have a special obligation to preserve and make accessible a clear record of what they do
and make accessible relevant informational data. Agencies have the responsibility to
protect records and deliver them to a successor to assure smooth transition and continuity.
a. Principles of Data Protection: Agencies processing personal data should abide
by the following eight principles of good practice. The data must be:
i. Fairly and lawfully processed
1. Processed for limited purposes
iii. Adequate, relevant and not excessive
iv. Accurate
v. Kept according to law but not kept longer than necessary
vi. Processed in accordance with the data subject’s rights
vii. Secure
viii. Not transferred without adequate protection

3. Records Value to Agency and Citizens
Just as with paper records, the e-records a government agency produces or receives
are not all of equal importance or value. Although all government records should be
maintained properly, the effort and resources a government agency expends to
manage and maintain records, including e-records, should be related to the records’
value to the agency and the citizens it serves. Risk management could be used to
determine the value of e-records. In applying risk management to electronic records,
the following questions should be asked.
a. What would be the impact on agency operations if the records were lost or
otherwise unavailable?
b. Would the agency or others suffer a financial loss if the records were
unavailable?
c. What is the likelihood that the records would be subject to or needed for a
legal action?
d. Are the records required for an extended period of time?
e. Do the records have significant cultural or historical value?

4. Proper Disposal of Records According to Type
Although agencies must keep records, this does not mean all records must be retained
permanently. Government data custodians have a responsibility to dispose of data
when it is determined to be unnecessary by following appropriate state and federal
laws.

5. Collection and Use of Personal Information
The use of personal information collected, stored, or disseminated by government for
purposes other than those purposes to which a person knowingly consents can
endanger a person’s right to privacy and confidentiality.
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a. Personal information should be:
1. Collected, used and maintained only as expressly authorized by law
and for legitimate public purposes;
ii. Relevant to and used only for the specified purpose for which it was
originally collected;
iii. Used only if accurate and up-to-date;
iv. Kept secure; and
v. Retained only as long as necessary and then destroyed.

b. There is current debate concerning selling and releasing personal information
for commercial purposes. Both federal and state laws can impact policies and
practices addressing these issues. Consequently, agencies should be cognizant
of any related legal developments.

c. The ability to electronically store, retrieve, and aggregate information raises
new concerns about the potential for personal information to not only be
accessed, but mined and distributed, as well.

d. Agencies collecting, maintaining or using personal information, under its
control, should take precautions to prevent its misuse. It may be an
unwarranted invasion of personal privacy for an agency to make personal
information available to the public.

e. Social Security numbers, bank account numbers, and credit card numbers
should be confidential and should be redacted from any record that could be
subject to public scrutiny. State agencies should abide by existing laws
prohibiting such information from being released.

f. Several states have authorized by law that personal information shall not be
shared among government entities without the consent of the affected
individuals. Some state laws mandate that agencies that enter into contracts or
agreements for sharing personal information with other entities must have
contractual requirements that protect the information from inappropriate uses.

g. Several states have mandated by law or policy that when personal information
about individuals is collected, the individuals shall be notified by the
collecting agency that the law may require public disclosure of the
information, or its dissemination to other agencies, through the state’s
open/public record laws or by court order. If personal information is collected
via e-mail and Web-based forms, laws and/or policies may exist for an
individual to opt-out from having their personal information shared with
another party, and/or allowing the individual to access their personal
information and correct the same.

h. Agencies should establish procedures and practices for handling and the
disposal of records that contain personal information so information is not
misused.

6. Agency Internet Web Site Privacy Statements
Agencies that operate Internet Web sites should have privacy policies that are
prominently displayed on their home pages. The policies must be consistent with
regulations developed by the state Executive Chief Information Officer (CIO). At a
minimum, agency Web sites that require an individual to enter the following
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information should use appropriate encryption technologies to protect the data during

transmission:
a. The individual’s name and other personal information, such as a social
security number;
b. Transaction payment information; and
c. Anindividual’s identification code and password.

Maintaining Secure, Reliable and Trustworthy Systems

The acceptance of electronic records for legal, audit, and other purposes is contingent
on establishing their authenticity and reliability by demonstrating the trustworthiness
of the system used to produce them. Systems that produce records must be shown to
do so in the normal course of business and in an accurate and timely manner. The
following suggestions should assist record keepers in their efforts to maintain
authentic and reliable electronic records that can be successfully used for these
purposes.

a.

Test system performance including the reliability of hardware and software.
The reliability of hardware and software affects the authenticity and integrity
of electronic records. Equipment malfunctions can alter the content of these
records. If data processing equipment and software used to store and produce
electronic records is not reliable, the integrity of the records may be
challenged.

Develop a contingency plan that includes data backup, disaster recovery, and
emergency operations. Contingency plans can help agencies quickly put back
into operation systems after a disaster. The plans should include data backup
and recovery to prevent the loss of electronic records.

Perform routine backups. It is critical to backup software and data especially
if that data constitutes e-records. Frequency of backups will depend upon
how often data changes and the importance of those changes. Program
managers should be consulted to determine what backup schedule is
appropriate. Backup copies should be tested to determine if they are usable
and stored securely at a location away from the system in the event of a
disaster.

Maintain physical and environmental security controls. Physical and
environmental threats can have an impact on electronic records, especially
those stored on fragile offline media. An agency’s security program should
address physical access and appropriate environmental conditions in office
space, data centers, or rooms containing hardware, system wiring, backup
media, and any other system.

Provide for identification and authentication to ensure the security of
electronic records. These would be technical measures that are designed to
prevent unauthorized people from entering a system. The system should be
able to identify and differentiate users through a unique user identification
(ID). The IDs should belong only to currently authorized users. Authentication
is the means of establishing the validity of a user’s identity.

Implement media controls. Some measures include standard labeling and
maintaining tracking logs, providing physical and intellectual control over
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tapes, diskettes, and other media. Offline media should also be stored in
environmentally and physically controlled locations. The extent of media
control depends upon many factors, including the type of data, the quantity of
media, and the nature of the user environment. Media used to store critical or
high-risk e-records will normally demand higher-levels of control than other
data.

g. Records in electronic format are hardware and software dependent. These
records can only be read and understood if the storage medium can be read by
existing equipment and if the programs used to create the digitized data are
still available. Data conversions may need to occur.

h. With the shift from mainframe applications to individual and networked
personal computers, the risk of data loss increases and the likelihood of
regular migration decreases. Desktop users need to be aware of necessary
documentation procedures to ensure that data can be read in the future.

i.  Computer hardware and software acquired by public entities should not inhibit
access to public records (e.g., agencies should make sure that software they
acquire has adequate reporting capabilities to permit FOIA compliance and
not restrict).

Electronic Records Correspond to Business Needs

Implementing sound electronic record keeping represents more than the basic
maintenance of electronic data. It also refers to the development and implementation
of good management structures that supports organizational record keeping
requirements corresponding with business needs. As records are created or captured
they are identified to support the business process.

Three Functional Requirements To Ensure Effective Electronic Record Keeping:

There are three functional requirements to ensure effective electronic record keeping:

e Records Capture Requirement: The records are created or captured and identified to
support the business process and meet all record keeping requirements related to
the process.

¢ Records Maintenance and Accessibility Requirement: Electronic records are
maintained so that they are accessible and retain their integrity for as long as they
are needed and required by law.

e System Reliability Requirement: A system and its disaster recovery system are
administered with best practices in information resource management to ensure
the reliability of the records it produces.
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Part I1. Electronic Mail Management

Introduction

Electronic mail systems, commonly called e-mail, are becoming the communications
method of choice for many public officials and public employees in Arkansas. Electronic
mail (e-mail) is an information transfer system that utilizes computers for sending and
receiving messages. E-mail is often used as a substitute for a phone call but has the same
potential evidentiary value as any other record documenting the transaction of public
business. Like the telephone, it is specifically intended to handle communications ranging
from those immediately discardable, to those worthy of retention. However, e-mails have
characteristics of a document (and not a phone conversation) in that they remain in
existence after the communication ends. E-mail is also similar to postal mail because a
message sent or received by e-mail is documented, "written" onto an electronic medium
at the time of transmission, and can be stored for later retrieval or reproduction. This
combination of communication and record creation/keeping has created confusion
regarding the concept that e-mail messages are records.

The need to treat electronic mail as records for capture, preservation, and
management is rapidly growing in importance for the following reasons:

e Messages are getting longer, and contain more information. As the technology
advances and users get more comfortable with e-mail, their messages tend to
gradually grow from simple messages to actual documents.

e Increases in important decisions, which always constitute valuable records, are
being recorded and distributed in exclusively e-mail form.

e Agency use of the Internet for official business is growing at a phenomenal pace,
and more users are conducting business and exchanging documents via Internet e-
mail.

Government agencies that use electronic mail have an obligation to make employees
aware that e-mail messages, like paper records, must be retained and destroyed according
to established records management procedures as set forth by Arkansas and federal law.
Agencies should set up or modify e-mail systems to facilitate electronic records
management. Procedures and system configurations will vary according to the agency's
needs and the particular hardware and software in place.

In order to specifically address records oriented email guidelines, this document will
not address policies that are focused on “appropriate use.” Appropriate use email policy
is typically concerned with the proper uses of email, employee expectations of privacy
for their email, employer ownership of email, email etiquette, copyright issues, and
security. While that type of e-mail use policy certainly is beneficial, it fails to address
significant records management issues associated with the record and/or non-record
status of email, proper filing protocols, and strategies for preservation.

Scope and Intent of the E-Mail Guidelines

These e-mail guidelines apply to Arkansas state agencies. Other governmental
entities may also wish to follow these guidelines as appropriate. These guidelines will
assist agencies in the management of electronic mail (e-mail) messages as public records
within Arkansas state government. The intent of these guidelines is to provide and
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explain requirements, guidelines and best practices for electronic mail (e-mail) messages
that meet the criteria for records as defined by the Arkansas Code.

The purpose of the guidelines is to ensure that Arkansas government’s electronic
mail systems support the department’s business functions to their full capability. The
guidelines are not intended to discourage the use of e-mail to conduct state business, but
rather to establish a framework for its proper use as a communications tool. Consistency,
predictability, and reliability in the manner in which the e-mail system is used and in
which public records are maintained within state agencies are the primary focuses of this
policy.

The guidelines have a two-fold purpose. First, they are intended to enable Arkansas
state employees to comply in their use of the agencies’ e-mail systems with Arkansas
Public Records Law (Arkansas Code 25-19-105; examination and copying of public
records and 13-4-104; title to records). Secondly, the guidelines promote best practices
and suggestions that facilitate the effective capture, management, and retention of
electronic messages as public records.

Definitions

E-mail systems are store-and-deliver software systems that transport messages from
one computer user to another. E-mail systems range in scope and size from a local area
network e-mail system that shuffles messages to users within an agency or office; to a
wide area network e-mail system that carries messages to various users in various
physical locations; to Internet e-mail that allows users to send and receive messages from
other Internet users around the world.

E-mail messages are electronic documents created and sent or received by a
computer system. This definition applies equally to the content of the communication, the
transactional information, and any attachment associated with such communication.
Thus, e-mail messages are similar to other forms of communicated messages, such as
correspondence, memoranda, and circular letters.

Transitory E-mail messages: This record series consists of those records that are
created primarily for the communication of information, as opposed to communications
designed for the relaying of knowledge and have administrative value. Transitory
messages do not set policy, establish guidelines or procedures, certify a transaction, or
become a receipt. The informal tone of transitory messages might be compared to a
communication that might take place during a telephone conversation or conversation in
an office hallway. Transitory messages are messages that would include, but not be
limited to: e-mail messages with short-lived or no administrative value, voice mail, self-
sticking notes, and telephone messages.

Access and Confidentiality
Arkansas Code 13-4-103 defines a record as:

... all papers, correspondence, memoranda, accounts, reports,
maps, plans, photographs, sound recordings, or other
documents, regardless of physical form, including records
produced by or for use with electronic, micrographic, or
mechanical data processing devices, and which have been or
shall be created or received by any agency or its lawful
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successor, or official thereof in the exercise of his or her office
or in the conduct of any business or function pursued in
accordance with law.

Whether the e-mail serves to document the organization, functions, policies,
decisions, procedures, operations or other activities is the deciding factor as to its status
as a record. This is true of any communication, whether electronic or paper.

E-mail messages that meet the criteria of the definition of a record may be considered
public records and must be available to the public. A record must meet the definition of a
public record as defined in the Arkansas Freedom of Information Act:

"Public records" means writings, recorded sounds, films, tapes,
electronic or computer-based information, or data compilations in
any form medium, required by law to be kept or otherwise kept, and
which constitute a record of the performance or lack of performance
of official functions which are or should be carried out by a public
official or employee, a governmental agency, or any other agency
wholly or partially supported by public funds or expending public
funds. All records maintained in public offices or by public
employees within the scope of their employment shall be presumed to
be public records. “Public records’ does not mean software
acquired by purchase, lease, or license.

As with any format, an e-mail message is considered a public record (unless it falls
under one of the exceptions listed in Section 25-19-105b). These records must be
maintained through the appropriate retention period and made accessible to the public
upon request.

Throughout the Arkansas statutes, there exist numerous specific exemptions to the
access and inspection requirements of the public records law. For this reason, users will
be responsible for assuring that any public records that are exempt from access or
inspection by statute will be safeguarded in a manner consistent with the practices
normally provided for public records in a paper format.

Retention of Electronic Mail

E-mail messages that meet the definition of a public record in the Arkansas Freedom
of Information Act (AR Code 25-19-103) are official records and must be scheduled,
retained and disposed of as such. Transmitting such records electronically does not alter
the obligation to retain these records, nor does it alter corresponding retention periods.
Each state agency will need to determine its own e-mail retention requirements that
follow state and federal record retention requirements. The content of e-mail messages
may vary considerably, and therefore, this content must be evaluated to determine the
length of time the message must be retained.

Each state agency will comply to applicable standards and policies concerning
electronic records retention established by the Executive CIO in collaboration with the
CIO Council.
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The Executive CIO shall oversee the development of legislation
and rules and regulations affecting electronic records management
and retention, privacy, security, and related issues (AR Act 1042).

Arkansas Act 905 (The Uniform Electronic Transactions Act)

Section 17:Creation and Retention of Electronic Records and
Conversion of written records by governmental agencies. (a) Each
governmental agency of this State shall determine whether, and the
extent to which, it will create and retain electronic records and
convert written records to electronic records. (b) Each state
agency shall comply with applicable standards and policies
adopted or established by the Executive Chief Information Officer,
in collaboration with the Chief Information Olfficer Council to
determine whether and the extent to which it will retain and
convert written records to electronic records.

Non-Record Materials

E-mail messages not meeting the criteria of the Arkansas Code definition of a record
may be deleted at any time, unless it becomes part of some official record as a result of
special circumstances. Employees should be encouraged to delete this type of
correspondence as soon as possible. Deletion will free valuable disk space and allow the
user easier access to needed files by avoiding unnecessary clutter within individual e-mail
accounts. These types of messages may include:

Personal Correspondence: Any e-mail not received or created in the course of
state business, may be deleted immediately, since it is not an official record: the
"Let's do lunch" (not a State business lunch) or "Can I catch a ride home" type of
note. Other examples would include any personal messages not conveying state
business.

Transient correspondence: E-mail that is determined to have insufficient value to
warrant its preservation may be deleted upon receipt. Examples are listserve
messages, announcements regarding departmental bake sales and other agency
memos without legal, administrative, fiscal or historical value.

Non-state publications: Publications, promotional material from vendors, and
similar materials that are "publicly available" to anyone, are not official records
unless specifically incorporated into other official records. In the electronic world,
this includes listserv messages (other than those you post in your official
capacity), unsolicited promotional material ("spam"), files copied or downloaded
from Internet sites, etc. These items may be immediately deleted, or maintained in
a "Non-Record" mailbox and deleted later, just as you might trash an unwanted
publication or promotional flyer. However, for example, if you justify the
purchase of a particular filing system by incorporating the reviews you saved
from a listserve in your proposal to your supervisor, those listserve messages
become official records and must be retained in accordance with the retention
schedule for purchasing proposals.
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Official Records: Retain As Required

1.

Transient Retention: Much of the communication via e-mail has a very limited
administrative value and is deemed transient. For instance, an e-mail message
notifying employees of an upcoming meeting would only have value until the
meeting has been attended or the employee receiving the message has marked the
date and time in his/her calendar. The user may delete these types of e-mail
messages immediately after they have served their intended purpose. Other e-mail
messages that have limited administrative value would include: telephone
messages, drafts and other limited documents that serve to convey information of
temporary importance in lieu of oral communication. It would only be necessary
to retain these until no longer of administrative value.

Intermediate Retention: E-mail messages that have more significant
administrative, legal and/or fiscal value but are not scheduled as transient or
permanent should be categorized under the appropriate record series. These may
include (but are not limited to):

e General Correspondence: Includes internal correspondence (letters,
memos); also, correspondence from various individuals, companies, and
organizations requesting information pertaining to agency and legal
interpretations and other miscellaneous inquiries. This correspondence is
informative; it does not attempt to influence agency policy.

e Routine Correspondence: Referral letters, requests for routine information
or publications provided to the public by agency, which are answered by
standard form letters.

e Monthly and Weekly Reports: Document status of on-going projects and
issues; advise supervisors of various events and issues.

e Minutes of Agency Staff Meetings: Minutes and supporting records
documenting internal policy decisions.

3. Permanent Retention: E-mail messages having significant administrative, legal

and/or fiscal value and are scheduled as permanent should be categorized under
the appropriate record series. These may include (but are not limited to):

e Executive Correspondence: Correspondence of the head of an agency
dealing with significant aspects of the administration of their offices.
Correspondence includes information concerning agency policies,
program, fiscal and personnel matters.

e Departmental Policies and Procedures: Includes published reports,
unpublished substantive reports and policy studies.

e Reflect official actions taken.

e Convey statements of official policy or rationale for official decisions.
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4. Storing Email
Many computer systems have storage limitations, so that only 60 to 90 days

of messages may be stored before operational problems are experienced. E-mail
records that must be maintained in electronic format past that time can be
downloaded to some other magnetic storage medium, such as hard disk, tape,
diskette or optical disks. The retention period for the particular series is the best
indicator of which storage media to choose. E-mail that must be retained longer
than two years is best retained on magnetic tape.

Agencies that do not have the technical capability to maintain e-mail records
for the full retention period in an electronic format should create a hard copy
printout of their e-mail records. Agencies with computers capable of maintaining
e-mail records in an electronic format for the required retention may also decide
that current agency use is best served by printing e-mail records to paper.

Records managers should be aware that federal court decisions in the case of
Armstrong v. the Executive Office of the President has raised questions about the
adequacy of using paper printouts of e-mail as the official record. The court ruled
that in the particular situation involving e-mail created by the Reagan and Bush
White House on the PROFS system, the paper printout was not adequate for
preserving e-mail records because fundamental pieces of information were
omitted on the printout that were an integral part of the electronic records, such as
the identity of the sender and/or recipient and the time of receipt. If a hard copy
printout of e-mail is to be preserved as the official record, it is essential that
procedures be implemented for routinely printing e-mail records, including all
transmission and receipt data in the system, and filing the printouts in the normal
course of business.

In order for an e-mail message to be considered a complete record, it is vital
that the so-called message header, which contains all the routing information, be
captured and preserved along with the message content itself. Typically, the
following header information is captured and permanently recorded (in an
unalterable state) along with the message:

e The Sender's Email name and address
The recipient's Email name and address
Names/addresses of any additional recipients
Message Subject, as declared by sender
Date/time of transmission and receipt

Copy of Record

Note that in most cases where e-mail communication is between a sender and a
recipient, it is a generally accepted practice that the sender’s copy is designated as the
copy of record. In other words, it is the sender’s copy to which any retention
requirements should apply. For example, an intra-agency memo: a memo is sent via e-
mail from the DIS Personnel Office to all DIS employees. The copy of record would be
the copy in the DIS Personnel Office. All other copies are merely “duplicates” and can be
disposed of at will. Cases where this principle does not apply include e-mail received
from other agencies or from the public.
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System Design Issues

Several issues should be addressed when developing an e-mail retention program. E-
mail systems in different agencies have a wide range of capabilities and characteristics. In
order to determine what will ensure the most accurate, complete, and practical method of
managing records transmitted by e-mail, agencies need to develop procedures that fit
their specific situations. Understanding the capabilities of an agency's e-mail system is a
prerequisite in determining how the records will be identified, organized and stored. An
agency's LAN administrator is the best reference for understanding agency e-mail
software and can suggest possible options for e-mail retention.

When addressing e-mail retention issues, keep in mind that information systems
managers routinely backup servers, and the backup media is recycled on a timetable. It is
important not to rely on this backup exclusively for e-mail messages, or to store non-
transitory e-mail messages (e-mail with administrative value) on a local drive that is not
routinely backed up. If non-transitory e-mail messages are to be filed electronically,
information systems managers should be consulted and appropriate storage locations
should be designated and users should be educated on classification and filing procedures
so that the information will not be lost.

Subject Lines

Fill in the subject line on your e-mail both to help your recipient identify and file
messages, and to help you file your OUT box messages that must be retained for some
period. Subject lines should be as descriptive as possible.

The following are some examples of poor and good subject lines for the same
message:

Poor or confusing subject lines Better, descriptive subject lines
“helpful info” “contact info”
“report” “quarterly ’01 financial report”
“minutes” “March ’01 board minutes”
“important” “revised admin. Procedures”
“today?” “lunch plans today?”
“news” “new agency head appointed”
Responsibility

Roles and responsibilities of agency personnel should be clearly defined. Employees
must understand and carry out their roles in records management and agencies must
ensure compliance with agency procedures, Arkansas law, and possibly federal law.
Unauthorized users should not be able to access, modity, destroy or distribute records.

Agency administrators, individual agency employees, records managers, information
technology (IT) managers and server administrators share responsibility for managing
electronic records. Agencies should clearly identify the roles of each, adopt procedures,
train staff and monitor compliance on a regular basis. The creator or recipient should
make decisions regarding messages. The agency should take appropriate measures to
preserve data integrity, confidentiality and physically secure e-mail records.
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Part I1I: Electronic Imaging Guidelines

Introduction

Government records, regardless of their format, are subject to the records preservation
laws of Arkansas. Agency officials are responsible for managing records in ways that
insure accessibility under the Arkansas Freedom of Information Act and other state
statutes with regard to open records. In this effort, many agencies are implementing
electronic document imaging systems to enable increased accessibility and distribution of
information.

The electronic imaging guidelines are for Arkansas State and local agencies that choose
to implement an electronic imaging system. The guidelines are designed to identify
critical issues for agency officials to consider in designing, selecting, implementing, and
operating digital imaging technologies. The guidelines provide recommendations and are
not intended to serve as a rigid set of requirements. However, the degree to which they
are incorporated into system design will greatly effect the long-term accessibility of the
electronic records involved. These issues are especially important for systems used for
mission critical records or for long term archival records.

Digital imaging is defined as the ability to capture, store, retrieve, display, process, and
communicate or disseminate records electronically using a variety of hardware and
software components. Electronic document management and imaging systems are
computer-based systems that store digitally encoded document images. These systems are
deployed as an alternative to paper based document systems and provide image retrieval
and distribution on demand. An electronic document imaging system should be deployed,
as a tool to enable increased accessibility and distribution of information and to reduce
the time required to perform those functions.

All references to "document" and document management systems in these guidelines should
be considered as references to "Official State Records" and the management of those records.

Scanning Technologies

Scanning is the technique used to capture images from a human eye readable format
(documents, microform, photographic prints, posters, magazine pages and similar
sources) for computer editing, display and storage. The process of scanning documents is
also referred to as imaging.

Scanners usually attach to a computer using a hardware interface and come in hand-held,
higher speed multiple document feed-in, and single sheet flatbed types. Scanners are
usually designed to support black-and-white only and/or color documents and various
document sizes. Newer technologies combine the functions of high speed printing,
copying and scanning. These devices can participate as managed units on a computer
network.

Very (high-resolution) scanners are used for scanning of documents that require a high

level of fine detail (photos, maps, etc.), but lower-resolution scanners are typically
adequate for capturing documents for document management systems.
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Scanners are usually supported with scanning software and hardware that allows for
quality improvement of a captured image. A quality assurance (QA) process used to
guarantee the quality of documents and information captured during the scanning process
is the single most important activity performed to assure the integrity of a document
management system.

Project Planning

Before committing to a document imaging application, public agencies should perform a
feasibility study to ensure that a document imaging system is appropriate for its
information management needs. One of the first steps would be to conduct a records and
workflow analysis to determine and document existing and planned agency information
needs. The examination of existing workflow patterns and records is the crucial first step
in determining the need for a digital imaging system. A records analysis assesses existing
operations to determine what records are best suited for digital imaging applications. A
workflow analysis assesses the processes of records creation, access, and retrieval to
determine areas where reengineering can improve operational efficiency. This
reorganization of work processes may be simple or extensive in approach. Implementing
a digital imaging system significantly impacts the current work processes because
personnel create, retrieve, use, and store documents in a different way.

The following topics need to be analyzed and evaluated before implementing a well-
planned Electronic Document Management System:
e Workflow evaluation

o What documents are used in the course of performing each business
process?

o What is the average volume for each type of document per year?

o Are there seasonal factors or peak load times to consider per business
process?

A complete inventory of existing records

Data needs assessment

Network support

Cost/benefit analysis

Projected growth

Retention and legal requirements

Open System Architecture

Require open systems architecture for digital imaging applications or require vendors to
provide a bridge to systems with non-proprietary configurations. Although the term open
systems architecture is defined in various ways, agency officials should follow a system
design approach that permits future component upgrades with minimal degradation of
system functions. This open system architecture allows the system to be upgraded over
time without a significant risk of records loss. It also supports the importing and
exporting of digital images to and from other sources. One key factor in achieving open
systems architecture is the adoption of non-proprietary standards. The flexibility of an
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open systems architecture helps enable long-term records to be accessed and transferred
from one hardware or software platform to another.

Maintenance of Records For Electronic Management Systems

State and local government officials may maintain public records in an electronic
imaging system. Once this is accomplished there is a need to dispose of the originals
provided they:

1. Maintain security copies of the disks, tapes, and indexes in off-site storage.

2. Migrate and convert both the working and security copies of the disks, tapes, and
indexes if the systems are upgraded or changed in a way that prevents access to
the contents of the old system.

3. Sample both the working and security copies of the disks and indexes at least
once a year to make certain the data is readable and recopy to new media
immediately if any loss of information is detected.

Arkansas Code Ann. 16-46-101 permits government agencies to destroy original records
that have reproduced in a “durable medium,” unless law requires preservation of the
original.

Storage Solutions

Attempt to employ recording media that is not rewritable, especially when data longevity
or records integrity is a primary concern. The storage capacity of optical disks versus
paper is a primary advantage to the use of electronic document management systems.
However, optical disks are not the only option. Other storage solutions that can be used
with e-document management systems include output to microfiche or microfilm, digital
tape, and magnetic disks. The selection of a storage media may depend on budget
considerations for the agency.

Use of Records Management Application (RMA) Software

Agencies may use Records Management Application (RMA) software to manage records
in digital form. RMA software categorizes and locates records and identifies records that
are due for disposition. RMA software also stores, retrieves, and disposes of the
electronic records that are stored in its repository. The U.S. Department of Defense has
i1ssued, "Design Criteria Standard for Electronic Records Management Software
Applications," that can serve agencies in their selection process.

General Guidelines
To maintain effective operation and to be able to retrieve data as operating environments
change over time, it is necessary to keep full documentation of:

e Hardware and software, including brand names, version numbers and
dates of installation, upgrades, replacements, and conversions.

e Data structure and content, including the file layout.

e Operating procedures, including: methods for scanning or entering data;
revising, updating, or expunging records; indexing, backing up disks,
tapes, microfilm, etc.; testing the readability of records; applying
safeguards to prevent tampering and unauthorized access to protected

12/3/02 18


http://www.defenselink.mil/news/Dec1997/b12011997_bt646-97.html
http://www.defenselink.mil/news/Dec1997/b12011997_bt646-97.html

information; and carrying out the disposition of original records. In
addition, to provide audit trails, it is necessary to document procedures for
logging and tracking.

Recommended System Criteria

Open system: Agencies shall require open systems architecture for electronic imaging
applications or require vendors to provide a bridge to systems with non-propriety
configurations (integration across platforms).

Scanning resolution: When determining document-scanning resolution, agencies shall
consider data storage requirements, document scanning throughput rates, and the accurate
reproduction of the image. Vendor claims shall be validated using a sampling of the
agency's documents. Calibration and maintenance of the scanners should meet the
manufacturers' recommended schedule.

The following minimum resolution readings are for black and white documents. Standard
text office documents. A minimum resolution of 200 dots per in (dpi) is recommended.
Drawings, maps and plans. A minimum resolution of 300 dots per inch is recommended.
Deteriorating documents or documents with fine detail. A minimum resolution of 600
dots per inch (dpi) is recommended.

Indexing: Agencies should use an indexing database that provides for efficient retrieval,
ease of use, and up-to-date information about the digital images stored in the system. The
indexing database shall be selected after an analysis of agency operations and user needs.

Staffing: The agency assign a permanent staff member as system administrator and
require the vendor to provide a project director during the installation and training
periods. The assignment of a qualified staff member, preferably with systems
administration experience, is critical to the effective implementation and maintenance of
a digital imaging system. The systems administrator should be responsible for overall
project management, and the development and maintenance of written system
documentation, which describes the requirements, capabilities, limitations, design,
operation, and maintenance of the digital imaging system.

Documentation: The agency establish operational practices and provide technical and
administrative documentation to ensure the future usability of the system, continued
access to long-term records, and a sound foundation for assuring the system's legal
integrity.

Quality control: It is advised that the agency perform a weekly scanning quality test.

Media handling, backup, and storage:

Labeling: Disks, tapes, and other storage containers labeled with particular care since it is
impossible to determine content merely by looking at a disk or tape. Labeling is critical
when the disk and its index are stored on different media.
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Security copies: Security copies marked with appropriate external labels that identify the
government entity, system and software used, and any access restrictions.

Documentation: Maintain specific, detailed documentation of the contents and the system
specifications needed to access each media type.

Backup: Implement backup procedures to create security copies of electronic files and
their related index records. System component reliability is critical to system success.
Prolonged or repetitive downtime can seriously affect office operations. Creating a
duplicate copy of records in another format or another system is an effective method of
ensuring access to long-term information. Backup copies also support system integrity
and legal admissibility requirements. The agency may select the backup storage media
(optical, magnetic, or microform) that best meets the office's records requirements.
Security copies of the records should be stored in an offsite, environmentally controlled
location.

Appropriate Formats For Accessibility

When implementing document management solutions, it is important to produce scanned
files that are accessible for individuals who are blind or visually impaired. Most
scanning software provides options as to what type of file format the scanned document
is saved. The option is usually given to save as some type of text document (i.e. ASCII
text, RTF, HTML, XML, commonly used word processing files such as Word or PDF).
HTML and XML requires a lot more disk space due to html formatting. If saved in one of
these text formats, it is accessible for visually impaired individuals using adaptive
technologies.

If the scanned document is saved as an image then it is totally inaccessible to a person
using adaptive technology. Any type of graphic format such as TIF, PCX, BMP, GIF,
JPG or any other type of image-based file will not be accessible for the visually impaired.
If the scanning conversion software does not allow for saving documents in anything
other than an image, then it is probably in violation of state and federal law and should
not be used.

Items such as photographs, graphs, diagrams, or any other type of visually presented
material are not capable of being made accessible. If a document to be scanned had such
material on the page then the graphical portion could be scanned in as an image but the
text portions would need to be saved as some type of accessible text format.

Arkansas’ Enterprise Documentation Organization & Capture System
The Arkansas Department of Information Systems (DIS) is offering an enterprise
electronic document management solution for Arkansas government entities. The
enterprise document management solution establishes a state environment for agencies to
electronically store, index & manage all forms of documents (scanned images, MS Word
and Excel files, drawings, etc). The benefit of utilizing the state enterprise solution is it
insures interoperability of electronic document and electronic records management
systems implemented by state agencies
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Identitech was the successful bidder for the state-wide imaging solution. Identitech’s
software product name is FYI. FYI is an open architecture product, which supports a
wide variety of third-party hardware and software environments.

Identitech’s Highlights

Quickly index, image, annotate & store documents

Provides search criteria & quick retrieval capabilities - full text search available
Provides system growth without system replacement

Can scan both sides of a document simultaneously

Can not alter the original document - as notations made, versions created

Can apply multiple indices to a document
o Bar codes, OCR/ICR allowed

Key selection criteria

The Arkansas Department of Information Systems (DIS) utilized the following criteria in
selecting the enterprise imaging solution.

Quickly image, index, annotate and store documents

A user friendly windows type interface for staff and others to use
Provide training sessions

Provide search criteria & quick retrieval capabilities

Full text search capability

Provide security and document integrity

Provide system growth without system replacement

Can scan both sides of a document simultaneously

Can not alter the original document — as notations made, versions created
Can apply multiple indices to a document (bar codes, OCR/ICR allowed)
Provide for document check in / check out capabilities

Provide comprehensive backup & recovery capabilities

Organizes images into folders indexed by claimant, employer, or other identifying
characteristics with multiple indices available

Documents can be viewed concurrently by multiple users in multiple locations
Able to share documents via fax or e-mail

Provides on-line help

Capable of variable resolution

Able to accommodate multiple sized paper

Able to support TIFF, GIF, JPG, PDF, JPEG, and MPEG image formats
Provides zoom in / zoom out capabilities

Is AASIS (SAP) compatible

Able to store Word, Excel, diagrams, charts, etc. as a part of a folder

Current Status

Identitech’s product, FYI, is in place & functioning
Security & backup processes are in place
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Employment Security Dept is beginning to initiate their pilot project for
Unemployment Insurance processing
Arkansas Dept of Education is piloting their Professional Licensure process

Training Available

DIS will provide the following training to agencies that implement the enterprise document

imaging solution:

Preparing your Agency for Electronic Document & Workflow Management

(0]

Provide facilitator for business process analysis & analyze selected
process

System Administrator’s Training

(0]

o

© O © © O

(0]

Introduction / orientation to FYT and it’s components

Logging in and maintaining your users and their profiles of what they
can / can not do

Creating workgroups and work flows

Defining folders, documents, and their indices

Adding electronic annotations to documents

Producing reports

Troubleshooting tips

Hints for effective use

End User’s Training

(0]

(0]
(0]
(0]
(0]

Introduction / orientation to FYT and it’s components
Screen components

Screen types

Logging into FYI

Introduction to the Main Menu

Internal and external controlled security

Currently: no access via the Internet allowed at this time
Access through the State Trusted Network Access
Predefined user profiles determine access levels

Web browser can be used

For more information on the State Enterprise Imaging System, contact Danna Erwin, DIS
Project Manager at danna.erwin@mail.state.ar.us
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Appendix I: Web-Available Resources

Association of Records Managers and Administrators International (ARMA)
ARMA Email Guideline Development Task Force

Association of Records Managers and Administrators Resources

Association for Information and Image Management

Center for Technology in Government, University at Albany, Models for Action:
Developing Practical Approaches to Electronic Records Management and Preservation

“Design Criteria Standard for Electronic Records Management Software Applications,"
as issued by the U.S. Department of Defense.

National Archives and Records Administration (NARA) Fast Track Guidance
Development Project (To identify currently available "best practices" and provide
guidance quickly on electronic records issues that urgently confront Federal record
keepers)

Kansas Electronic Records Guideline: http://www.kshs.org/archives/ermguide.htm#intro

New York State Office for Technology: Electronic Signature and Records Act (ESRA)
Guidelines: E-Signature Performance, E-Signature Security, E-Records
http://www.oft.state.ny.us/esra/Guidelines_files/index.htm

Utah State Archives and Records Service:
http://www.archives.state.ut.us/recmanag/electronic.htm
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Appendix II: Glossary

Accessibility - is the attribute of records or information being available for appropriate
use over time. For e-records accessibility includes having the technical means and
metadata (data describing how, when, and by whom an e-record was created, and how it
is formatted) to access, use, and understand the records.

Authenticity - Refers to the methods used to verify the source or origin of an e-record.
Authenticity is closely related to the concept of integrity.

Custodian - With respect to personal information, it means the person having
administrative control of that information (record), or his or her designee. “Custodian”
does not mean a person who holds public records solely for the purposes of storage,
safekeeping, or data processing for others.

Document Imaging - The online storage, retrieval and management of electronic images
of documents. The main method of capturing images is by scanning paper documents.

Electronic Document Management and Imaging Systems - Computer-based systems
that store digitally encoded document images. These systems are deployed as an
alternative to paper based document systems and provide image retrieval and distribution
on demand. An Electronic Document Imaging System should be deployed, as a tool to
enable increased accessibility and distribution of information and to reduce the time
required to perform those functions.

Electronic imaging system - A computer-based system that stores digitally encoded
document images. These systems provide image retrieval and distribution on demand.
They are an alternative to paper or microfilm record systems.

Electronic record — any record created, stored, sent or received in a non-tangible form,
including by or relating to technology having electrical, digital, magnetic, wireless,
optical, electromagnetic, or similar capabilities. Source: Adapted from UETA, Sections
102 (5) and 102(7).

Electronic record-keeping system - An electronic system in which records are
collected, organized, and categorized to facilitate their preservation, retrieval, use, and
disposition.

E-mail systems — store-and-deliver software systems that transport messages from one
computer user to another. E-mail systems range in scope and size from a local area
network e-mail system that shuffles messages to users within an agency or office; to a
wide area network e-mail system that carries messages to various users in various
physical locations; to Internet e-mail that allows users to send and receive messages from
other Internet users around the world.
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E-mail messages - electronic documents created and sent or received by a computer
system. This definition applies equally to the content of the communication, the
transactional information, and any attachment associated with such communication.
Thus, e-mail messages are similar to other forms of communicated messages, such as
correspondence, memoranda, and circular letters.

Encryption - The process of enciphering or encoding data so that it is inaccessible to
unauthorized users.

Integrity - is the attribute that the record’s contents have not been changed, deleted or
otherwise altered. In addition, integrity addresses the accuracy and timeliness of the
contents of a record. Both authenticity and integrity are derived from the legal arena and
have a strong bearing on the legal admissibility of records.

Open System - A system that implements sufficient open standards for interfaces,
services, and supporting formats to enable properly engineered components to be utilized
across a wide range of systems with minimal changes, to interoperate with other
components on local and remote systems, and to interact with users in a style that
facilitates portability. An open system is characterized by the following:

- well defined, widely used, preferably non-proprietary interfaces/protocols;

- use of standards which are developed/adopted by recognized standards bodies or
the commercial market place;

- definition of all aspects of system interfaces to facilitate new or additional systems
capabilities for a wide range of applications; and

- explicit provision for expansion or upgrading through the incorporation of
additional or higher performance elements with minimal impact on the system.

Public Records - means writings, recorded sounds, films, tapes, electronic or computer-
based information, or data compilations in any form medium, required by law to be kept
or otherwise kept, and which constitute a record of the performance or lack of
performance of official functions which are or should be carried out by a public official
or employee, a governmental agency, or any other agency wholly or partially supported
by public funds or expending public funds. All records maintained in public offices or by
public employees within the scope of their employment shall be presumed to be public
records.

Transitory E-mail messages - consists of those records that are created primarily for the
communication of information, as opposed to communications designed for the relaying
of knowledge and have administrative value. Transitory messages do not set policy,
establish guidelines or procedures, certify a transaction, or become a receipt. The
informal tone of transitory messages might be compared to a communication that might
take place during a telephone conversation or conversation in an office hallway.
Transitory messages are messages that would include, but not be limited to: e-mail
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messages with short-lived or no administrative value, voice mail, self-sticking notes, and
telephone messages.

Security - refers to the protection of information assets, including both physical and
technical controls over access to information. Security has technical, physical, and
procedural components.

State Data - is the body of data that has been collected by various means and must be
retained by state agencies in order to accomplish legislated and otherwise assigned
responsibilities. All state data is owned by the residents of the state but is managed,
maintained, and protected by state agency custodians.
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