Sniffer’s

Network Packet Analyzer
Basics




Sniffer

= Network Analysis

= Range of techniques that network
engineers and designers employ to study
the properties of networks, including
connectivity, capacity and performance.

= Network packet analyzer

= Tries to capture network packets and
then display that packet data as detailed
as possible.
= Capture and decode




S n |ffe r Continued

= Intended purposes:

m hetwork administrators use them to troubleshoot
network problems

m network security engineers use them to examine
security problems

= developers use them to debug protocol
Implementations

= people use them to learn network protocol
Internals
= You could think of a network packet analyzer as

a measuring device used to examine what's
going on inside a network cable, just like a
voltmeter is used by an electrician to examine
what's going on inside an electric cable (but at
a higher level, of course).




Popular Sniffer’s

m EtherPeek (http://www.wildpackets.com/)

m EtherPeek product family has been
specifically designed to address the
unigue challenges of today’s network
environments

= Designed to accelerate the
troubleshooting of Ethernet-specific
problems

= EtherPeek features powerful problem
detection and Ethernet-specific
diagnostic capabilities




Eth e rPee k Continued

m Verisons

m EtherPeek VX

m WildPackets Expert VolP Network Analyzer

m Is the ultimate solution for intelligent diagnosis of pre
and post-deployment VolP and Ethernet network
Issues within enterprises

m EtherPeek NX

= WildPackets’ Expert Ethernet Network Analyzer

m provides network engineers with the expert diagnostics
they need to deploy, secure, and troubleshoot Ethernet
networks

m EtherPeek SE

= WildPackets’ Ethernet Protocol Analyzer

m is an intuitive, powerful network and protocol analyzer
for Ethernet networks




Ethereal (http://www.ethereal.com)

m Ethereal i1s a downloadable - network
packet analyzer

= Some of the many features Ethereal
provides:
= Avalilable for UNIX and Windows.

= Capture live packet data from a
network interface.

= Display packets with very detailed
protocol information.




Eth e real Features continued

= Open and Save packet data captured.

= Import and Export packet data from
and to a lot of other capture programs.

= Filter packets on many criteria.

= Search for packets on many criteria.
= Colorize packet display based on filters.
= Create various statistics.




Eth e real Filters




Open captured files

= Input File Formats from
different tools

libpcap, tcpdump and
various other tools using
tcpdump’s capture format

Sun snoop and atmsnoop

Shomiti/Finisar Surveyor
captures

Novell LANalyzer captures

Microsoft Network
Monitor captures

AlX's iptrace captures

Cinco Networks NetXray
captures

Network Associates
Windows-based Sniffer
and Sniffer Pro captures

Network
General/Network
Associates DOS-based
Sniffer (compressed or
uncompressed) captures

AG Group/WildPackets
EtherPeek/TokenPeek/Air
oPeek/EtherHelp/Packet
Grabber captures

RADCOM's WAN/LAN
Analyzer captures
Network Instruments
Observer version 9
captures



Terms, Concepts and Models

m Protocols

= special set of rules that end points in a
telecommunication connection use when they
communicate.

= Transmission Control Protocol (TCP)

= which uses a set of rules to exchange
messages with other Internet points at the
Information packet level

= Internet Protocol (IP)

= which uses a set of rules to send and receive
messages at the Internet address level




Terms, Concepts and Models

= MAC or physical address

= unigue identifier attached to most forms
of networking equipment.

= Internet Protocol Address (IP
address)

= Uunigue number that devices use Iin order
to identify and communicate with each
other on a network utilizing the Internet
Protocol standard.




Open System Interconnection
(OSI) Model

= OSI established In B
1984

Applicathon
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T
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Screen Shots Ethereal




Interface

= Summary Line Area

= Displays a one-line summary of the
highest-layer protocol contained in the
frame, time of capture, source and
destination.

m Detall

= Provides detalls on all the layers inside
the frame.

m Hex

= Displays the raw captured data in the
hexadecimal format.




{& few packets.cap - Ethereal =12 x|

File Edit View Capture Analvze Help

@f& x @B Qe 0FETQRAAQGEDEHE X T

Time Delka Source Destination Protocol | Info

13 14.817570 14.817570 192.168.0.10 152.168.0.2 TCP 1242 > B0 [SYN] 5eq=1404510823 Ack=0 wWin=65t
14 14.81768% 0.00011%  192.168.0.2 .0.10 TCP 80 > 1242 [SYN, ACK] 5eq=3661615104 Ack=1404
15 14.818178 0.000489  192.168.0.10 .0.2 TCP 1242 > B0 [ACK] Seq=1404510824 Ack=36616151C
16 14.515035  0.000857  192.168.0.10 . 0. 2 HTTP __ GET / HTTR/L.1

975815 0.156780  192.168.0. .10 -

.382555  4.406740  192.168.0. .2
24 19.382634 0.000079  192.168.0. .10
52 54.234482 34.831848 192.168.0. .10

0. .2

53 54.235272  0.000790 192.168.

Frame 16 (464 bytes on wire, 484 bytes captured)
Ethernet II, sSrc: 00:04:61:4a3:1e:95, Dst: Q0:0b:5d:20:cd:02

Internet Protocol, src addr: 192.168.0.10 (192.168.0.100, DsT Addr: 192.1658.0.2 (1%2.168.0.20

Transmission Control Protocol, Src Port: 1242 (12420, Dst Port: 80 (80), Seq: 1404510824, aAck: 3661615105, Len: 410
Hypertext Transfer Protocol

[ GET / HTTR/L.1%r“n

Host: 192.168. 0. 2%\

User-agent: Mozi11as9.0 (windows; U; windows WT 5.0; en-uUs; rw:l. i) Gecko/20031007%r%n

Accept: text/xml,applications=ml, applicationSxhtml+=m],text /html; g=0.9, text plain; g=0.8, imagepng, image/Jpeq, image, gif; g=
Accept-Language: en-us,en;g=0. 5%rhn
Accept-Encoding: gzip, deflatelrin

Accept-Charset: IS0-8835%9-1,utf-8;g=0.7,%;qg=0.7%r"%n
kKeep-alive: 300%r%n

Connection: keep-aliwvehryn

g = v = 7

Kl

D000 00 Ob 5d 20 od 02 00 04 8l 4a 1e 93 OB 00 45 00
0010 01 c2 dl &d 40 00 80 06 a6 6b cO a8 00 0a <0 ag
0020 00 02 04 da 00 50 53 b¥ 22 68 da 3f d0 01 50 18

0020 fF £f 46 26 00 00 47 45 54 20 2f 20 48 54 54 50 ..F& .GE T ,f HTTI.:'
0040 2F 31 2e 31 0d 0a 48 &F 73 74 3a 20 31 39 32 Ze A1.1..Ho st 192
MAEn T FE TR e 0 A 273 oad Aa BEE TR OAE T A 4 A7 - e e

]

File: Few packets.cap 24 KB 00:0 |P: 104 D: 19M: 0

@Filter: tcp j +E><pressiu:un... bclear

W apply

N




Recent Capture




Ethereal Capture Tab

{& (Untitled) - Ethereal

=10l i

|Eile Edit Wiew Go Capture Analvze

Statistics  Help

= & 8l

BEHx@8 W

» 0 F ¥

EE & Q

Eilter: {@ Ethereal: Capture Interfaces -0 x|
Mo, - Descripkion P Packets Packets)s Stop i ;I
B T It
747 faeneric dialup adapter unknowm ] ] Capturel Preparel Detailsl
24E 11 1%
24 3Com 3C0x Ethernet Adapter (Microsoft's Packet Scheduler) 10.25.5.147 4271 10 Capturel F‘reparel Detailsl
ggg Inkel(R.) PROJ1000 Server Adapter (Microsoft's Packet Scheduler)  unknown ] ] Capturel F‘reparel Detailsi 1 10
25z
2503 Close
254 11 1¢
L — ——— —— e e
256 7.224959 pMortelwe_fo:9F:61 spanning-tree-(for sTP conf. Root = 32?68,’()0 03:42:1
257 7.225161 HNortelne_f0:9f:61 spanning-tree-(for STP Conf. Root = 32768/00:03:42:1
258 7.300288 10.25.1.252 Broadcast ARP who has 10.25.5.2397 Tell 1i
259 F,.E28792 10.25.1.233 Broadcast ARP who has 10.25.254.2547 Tell
260 7.95a087 10.25.1.252 Broadcast ARF who has 10.25.6.577 Tell 10,
261 B.00195%5 65336.75 0,255 MEP op: Tookup Count: 1 [
262 8.2331%2 HewlettP_23:13:00 09:00:09:00:00:67 HP HF Switch Protoco] -
«| | ]
M Frame 1 (66 bytes on wire, 88 bytes captured) =
M IEEE B80Z.3 Ethernet
H Logical-Link Contral
H Datagram Delivery Protocol 3
M khl=warm OSemAS mm P m - -
Qooo 09 00 OF £ £ £F 00 03 93 d7F 34 ac 00 34 aa aa  ........ - ﬂ
o010 03 08 00 O0F 80 9h 00 2< 00 00 00 00 F£f 38 fF 4b 0 ..., L., Bl K
oozo 02 fd 02 21 ad ff 38 4b fd 00 09 42 41 49 4c 45 ..., 8K ...BAILE
0030 59 4¢ 41 42 0b 4c 61 73 65 F2 87 F2 69 74 A5 72 YLAE.Las erwriter Lol
o400 Ol Z2a el ll

File: "F:A\DOCME~ 1 garneriLOCALS~1) TempletherKUE365" 30 KB 0.

|P: 262 D: 262 M: 0 Drops: 0




Google Search

File  Edit Analyze

SN FH*x®E Res»o27 ¢ D6 QQAHN @#YHE X G

Filter; |(ip.addr eq 10.25.5,147 and ip.addr eq 72,14.203.104) and {tcp.port eq 477 = | Expression, .. | Clear ‘ Bpply ‘

View  Go

Capture

Statistics  Help

Pratacal | Info

Mo, -

Saurce Destination

e htth TS TSN, ACK] séq_o e R e

.531638 ?2.14.203 104 TCF
299 G, 531696 Akl 2 ] S R F2.14.203.104 TCF 4779 » http [AcCK] Seq=l Ack=1 win=65535 Len=0
300 9,532040 e I F2.14. 203 104 HTTP GET / HTTR/1.1
323 9.617680 72.14.203.104 ) L TCP [TCP segment of a reassembled PDU]
Q. 742180 .5 14? 4779 = http [ACK] Seq 314 ack=1461 wWin=65535 Len=0

4??9 > http [ACK] Seq 314 Ac =3015 win= 65535 Len 0

10. .5.1&? 14,203 104 TCP

212146

774 18 A 2 o )y 72.14.203.104 HTTF  GET fsearch?hl=en&g=sniffers HTTP/ 1.1

775 18.313300 72.14.203.104 AE, 2 G A TCP [TCP segment of a reassembled PDU]

776 18.313526 72.14.203.104 ) Lt TCP [TCP segment of a reassembled PDU]

7 1B.313564 S F2.14. 203 104 TR 4779 » http [ACK] Seq=683 Aack=5835 win=65535 Len=0
778 18.315334 72.14.203.104 L P AL TCP [TCP segment of a reassembled PDU]

770 18,.317344 72.14.203.104 A, 2 G A TCP [TCP segment of a reassembled PDUJ

TEO0 18.317403 10.25.5.147 F2.14. 203 104 TP 4779 » http [ACK] Seq=683 Ack=8881 win=653535 Len=0
782 18.373594 72.14.203.104 I P R TCR [TCP segment of a reassembled PDU]

Frame 295 (&2 bytes wire, 62 bytes captured)

DsT POrt: Len: O

H on

M Ethernet II, sSrc: 10.25.5.147 (00:60:08:c7:64:2170, Dst: 10.25.254.254 (00:0fF:20:98:76:3d)
H Internet Protocol, src: 10.25.5.147 (10.25.5.147), Dst: 72.14.203.104 (72.14.203.104)

H

Transmission Control Protocol, Sre Port: 4779 (47790, http (80), Seq: 0, ack: 0,



Follow TCP stream «cooge)

{@ Follow TCP stream

=101 x|

~Skrearn Conbent

7 s =

</scriptr<table border=0 cellspacing=0 cellpadding=4s<tr><td nowrap-<font size=—1>{b>WEt'J

<scripts

Sl ——

iﬁ Clhp.isHomerage (' http:Awww. google. comy/" 00 {document.writel"<p><a href="" mogyhp. html®
-

<sscriptr</Tont><p><font size=-2:x&copy; 2006 Google</Fonts< pr< /center=<body>< /html=

0

ISET Ssearch?hl=en&g=sniffers HTTP /1.1

CCept s WA

Referer: http:  Awww.google. coms

ACCepT-Language: en-us

lccept-Encoding: ?zip, deflate

User-agent: MozillasM.0 Ccompatible; MSIE 6.0; windows NT 5.1; swl; Infarath.l)

HosT: www.google. com

i—onnection: Keep-aliwe

i—ookie: PREF=ID=06c5954 570433031 :TM=1137169356:LM=1142063253 :IG=2:S=PI3ppUrryQxpBxCh; Tt —

HTTF/L.1 200 OK

via: 1.1 HMxASOL

i“onnection: Keep-aliwve
Proxy-Connection: kKeesp-aliwve
Transter-encoding: chunked

Date: Tue, 21 Mar 2006 17:47:41 GMT
—ontent-Type: text/ html

Server: Gws/2.1

i_ache-Control: priwvate

Set-Cookie: PREF=ID=06c95457F54a33031 :TM=11371659356:LM=1142963261 :IG=2 : S=EDwa1jngoAiK7cm-
-~ 11e3

<html=<heads<meta HTTP-EQUIV="content-type" CONTENT="text /html; charset=UTF-8"><titTlex>st

bodwv. td. div. .p. affont—Ffamilwv:arial.sans—-serif % ;j

o | i

Save Esl Erintl Entire conversation (25597 bytes) I » |(% ascIl O EBCDIC ¢ Hex Dump () C Arrays ( Raw
—

Filter out this stream Close




Summary

m 1269 Packets
7.004 seconds

i {& Ethereal: Summary i

File
Marne:
Length:
Farmak:
Packet size limit:

Time
First packet:
Last packet:
Elapsed:

Capture
Interface:
Dropped packets:

FDOCUME1 jgarneriLOCALS~11 Templether K WB WL e
192900 bytes

libpcap (tcpdumnp, Ekhereal, eto.)

A5535 bytes

2006-03-21 11:47:23
2006-03-21 11:47:50
000027

3Com 3C90x Ethernet Adapter (Microsoft's Packet Scheduler)
0

apture filker: none
Display
Display filker; (ip.addr eq 10.25.5.147 and ip.addr eq 72,14, 2031
041 and (kcp. port eq 4779 and Etop,port eq 800
Marked packets; 0
TrafFfic Captured Displayed
Betveen first and last packet 27.004 sec 9,126 sec
Packets 1269 35
Bvg, packets/sec 45,992 4,164
Avg. packet size 141.000 bytes 728,342 bwltes
Bvtes 179572 27677
Ava, bykessec BG49, 737 3032623
Avg, MBEit/sec 0,053 0,024




Tools at work

Click here For help | Abaut M-Stealth

Event

-./Starting Common HTTP Exploit check...
-./Starting Extended Unicode check...

Scanner -./Starting CGl Decode check... .
‘/Starting Common WinCG Explots check. .. ﬂ

Microsoft-115/5.0

Standard Scan [ ]
f————e [ Pause scanning
_ =top scan ¥ Open Report Manaoer

#3115 af 20213 Checking rule 3115 (15%:) |

Yetsion 5.8 | FEEE Edition



Tools capture

245 3.292154 ALl Syl HEONS ) L e e TCP 4877 = http [S¥n] Seg=0 Ack=0 wWin=65535 Len=0 M55=1460
246 3.292347 10.25.1.223 L 2 TCP http = 4877 [S¥N, ACK] Seq=0 Ack=1l Wwin=65535 Len=0 MS5=1460
247 3. 292385 bl S el ey e TCP 4877 = http [ACK] Seg=l Ack=1l wWin=65535 Len=0
248 3.2530951 Ak ) S R b L el HTTP GET / HTTR/1.0
249 3,295118 Aol Al Pl AT 2 e S B TCP [TCP segment of a reassembled PDU]
250 3.295232 10.25.1.223 A 2 S TCP [TCP segment of a reassembled PDU]
251 3.295263 10.25.5.147 el iy ey TCP 4877 = http [ACK] Seq=102 Ack=2921 Win=65535 Len=0
252 3.295640 AR nd by e IS 25 Sty HTTF HTTR/1.1 401 Access Cenied (text/ html)
253 3.295674 10.25.5.147 HEO} ) o B e TCP 4877 = http [ACK] Seq=1l02 Ack=4242 Win=84215 Len=0
254 3.297738 e 2l o e Ll 2 L TCF 4878 = http [S¥N] Seg=0 Ack=0 wWin=565535 Len=0 MsS5=1460
259 3.29788Z LB R el e e TCP http > 4878 [S¥N, ACK] Seq=0 Ack=1l win=63535 Len=0 M33=1460
256 3.2970911 AEals G S RS e AbEl Ly L el TCF 4878 » http [ack] Seg=l Ack=1l win=5655335 Len=0
257 3. 298087 10.25.5.147 HEOl ) ey Pl HTTP FOST  HTTR/1.0
258 3.299093 bl Al e Broadcast ARP who has 10.25.6.2037 Tell 10.25.1.252
259 3.327642 10.25.1.223 AL TCP [TCP segment of a reassembled PDU]
260 3.327747 Al 2 by 2o AL e e b b TCP [TCP segment of a reassembled PDU]
261 3.327783 Al e HE Rl B i) TCP 4878 > http [ACK] Seq=1l03 Ack=2921 win=65535 Len=0
262 3.3281352 e ol S e el - B HTTP HTTR/1.1 405 mMethod not allowed (text shtml)
263 3.328166 10.25.5.147 AL e el TCP 4878 > http [ACK] Seq=1l03 Ack=4105 wWin=64352 Len=0
264 3.330147 B a2 R AbEl Gy L Rl TCF 4879 = http [S¥n] Seg=0 Ack=0 wWin=65535 Len=0 M55=1460
265 3.330298 10.25.1.223 A L S A TCP http = 4879 [S¥N, ACK] Seq=0 Ack=l win=65535 Len=0 MS5=1460
266 3.330326 10.25.5.147 el e A TCP 4879 = http [ACK] Seg=l Ack=1l wWin=65535 Len=0
267 3.330455 10.25.5.147 ke ety ey HTTP HEAD # HTTR/1.0
268 3.331313 Al E b 2 AL A b TCP [TCP segment of a reassembled PDUJ
2659 3.331355 i)l R el e o] el L TCP http = 4879 [FIN, ACK] Seq=195 Ack=103 win=65433 Len=0
270 3.331426 ]S P S Ly e 0oy o TCP 4879 = http [ACK] Seq=1l03 Ack=1986 win=65341 Len=0
271 3.333888 bl R LSS ERE TCF 4880 = http [S¥N] Seq=0 Ack=0 wWin=565535 Len=0 MS5=1460
272 3.334035 FlEEEEn R 2= AL s Al TCFP http > 4880 [S¥N, ACK] Seq=0 Ack=1l win=63535 Len=0 M33=14a0
273 3.334063 Al e ol el ie) TCF 4880 = http [ACK] Seg=l Ack=1l wWin=565335 Len=0
274 3.334234 LS ) T e B ol e HTTP FROPFIND / HTTR/1.0
275 3.334939 S b, e s TCP [TCP segment of a reassembled PDU]
276 3.335151 AE6]s Al A b s AL 2 B A HTTP HTTE/L.1 411 Length Required (text html)
277 3.335188 Al el HEOl ) A e e TCF 4880 = http [AcCK] Seq=107 Ack=193 win=65344 Len=0
278 3.336053 10.25.5.147 Ll s L e TCP 4881 > http [S¥W] Seqg=0 Ack=0 wWin=65535 Len=0 M55=1460
279 3.337097 A E 0T e Al el TCP http = 4881 [S¥M, ACK] Seq=0 Ack=1 win=65535 Len=0 MSS=14&0
280 3.337125 AR5 7 T e Ak AL el TCP 4881 > http [ACK] Seqg=l Ack=l win=65335 Len=0
281 3.337300 Al el i Ol E el HTTF OPTIONS / HTTR/1.0
282 3.337094 10.25.1.223 Ll T HTTP  HTTP/l.1 200 oK
283 3.338H045 AEOEn S el s L A TCFP http = 4881 [FIN, ACK] Seq=3% Ack=106 Win=65430 Len=0
284 3.338083 Ak ) S i AL e el TCP 4881 > http [ACK] Seq=l06 Ack=395 win=65142 Len=0
3.342911 i)l el e i Ack=0 Win=65535 Len=0 M35=1460

223 TCR 4882 = http [S¥

0]

Sag=0

A80 5, 545008 =T A, Wih=hb30 3

B an o - Aan omr oA oo [mp—— Ao

H Frame 286 (62 bytes on wire, 62 bytes captured)

H Ethernet II, src: hnxas0d. hendrix. Tocal (00:09:5kh:8F:56:700, Dst: 10.25.5.147 (00:60:08:c7:64:21)

H Internet Protocol, Src: 10.25.1.223 (10.25.1.2230, Dst: 10.25.5.147 (10.25.5.147)

H Transmission Control Protocol, Src Port: http (B0), Dst Port: 4882 (4882), sSeq: 0, ack: 1, Len: ©

J000 00 60 08 <7 64 21 00 09 5hb 8F 56 70 08 00 45 00 Ladhos Tovp. . E.

J010 00 30 3e <C 40 00 80 06 ald 58 0a 19 01 df 0a 19 SO e I

2020 05 93 00 50 13 12 52 b3 b4 3e he 7f 83 72 70 12 PR = = S < ‘

Jo30 ff FF Ob 26 00 00 02 04 05 b4 01 01 04 02 B



Tools Scan/Capture




Tools Protocol Hierarchy

Protocol % Packets |Packets |Bwtes Mhbitfs |End Packets |End Bwtes |End Mhbit)'s

Frame 4 191
= Ethernet 100,00% 42253 19124130 3,826 1] 0
[ Logical-Link Control 3.32% 1405 152974  0.031 n] ]
B HP Extended Local-Link Control 3.03% 1283 145184 0.029 a ]
HP Switch Protocol 3.05% 12583 145184 0.029 12583 145154
Spanning Tree Protocol 0.09% 40 2400 0.000 40 2400
= Datagram Delivery Protocol 0.06% 25 1650 0,000 0 ]
Mame Binding Protocal 0.06% 25 1650 0,000 25 1650
Mortel SOMMP 0.09% 40 2464 0,000 40 2464
GARP YLAM Registration Protocol 0.01% -] 360 0.000 -] 360
Cisco Discovery Protocol 0,00% 1 144 0,000 1 144
Data 0.00% 1 ¥3 0.000 1 73
Drvnamic Trunking Protocol 0,00% z 120 0,000 z 120
H Internetwork Packet exchange 0.02% 7 579 0.000 u} 0
Service Adwertisement Protocol 0.02%: 7 579 0,000 7 579
Address Resolution Protocol 0.54% 228 13656 0.003 228 13656
= Internet Protocol 956,10% 40635 15956069 3.792 1] 0
H User Datagram Protocol 0.18% 77 12614 0,003 0 ]
MekBIOS Mame Service 0.02% ] 828 0.000 9 G328
= MetBIOS Datagram Service 0,05% z2e 5300 0,001 u] u]
k H SME (Server Message Block Protocol) 0.05% 22 5300 0,001 0 ]
= 3ME MailSlot Protocol 0.05% 22 5300 0,001 1] 0
Microsaft Windows Browser Pratocol 0.05% 22 5300 0,001 22 5300
Damain Mame Service 0,08% 34 3251 0,001 34 3251
Hypertext Transfer Protocol 0.02% 3 2608 0.001 3 2608
Common Unix Printing System {CUPS) Browsing Protocol 0.01% 4 627 0,000 4 627
 S— Internet Group Management Protocol 0.05% 11 660 0.000 11 &60
= Transmission Control Protocol 95.59% 40947 18942795 3.790 32476 13035013
= Hypertext Transfer Protocol 19,08% 067 SE3406S 1,177 4031 671655
= Line-based text data 9.42% 3985 5212253 1.043 118 33850
Hypertext Transfer Protocol 0.01% 5 1572 0,000 5 1572
Media Tvpe: message/http 0.00% 1 157 0.000 0 0
—_— DCE RPC 0.01% 4 712 0,000 4 71z




&8 The Ethereal Network Analvzer 4
File Edit Capture Display Tools Helg
Mo Len |Time Source Destination FProtocol Info 2

1 77  0.000000 24.94.186.99 P, 21n9.0rg DNS [UDPY Standard query

2 77 0.010000 pow.zing.org f.root—servers.net DMS CUDPY Standard query

3 164 0.0B0000 f.root—servers.net pow, 2ing.org DNS CUDPY Standard query response

4 70 0.070000 pow.2ing.org f.root—servers. net DNS [UDPY Standard query

5 71 0.080000 pow.zing.org f.root—servers.net DNS CUDPY Standard query

B 161 0.120000 f.root—servers.net P, 21n9.0rg DNS [UDPY Standard query response

7 158 0.130000 f.root—servers.net pow,. Zing.0rg DMS CUDPY Standard query response

g8 77  9.990904 24.94.186.99 pow,. 2ing.org DHS CUDP) Standard

i.got.net Standard q.
pow, 2ing.org

A4.94.136.99

5 CUDPD

Zing.org
10.090904 1i.got.net

Standard
Standard

response

10, 0905904 response

oy, 21019, 0

EHDNS query
—Transaction ID: 0x83cH
E-Flags: 0x0000 CStandard query)
—Questions: 1
— fnswer RRs: 0
— Authority RRs: 0O
— Additional RRs: 0
- ueries
Ewe, brunching. com: type &, <lass inet

Matme: wew.brunching. com
Type: Host address

Class: inet

00 50 73 2 44 <1 08 00
00 3f 4b e? 00 00 40 11
ed 17 07 £4 00 35 00 2b
oo 0o oo oo oo oo 03 ?F
68 69 6e 67 03 63 &6F &d

20 2b 01 05 08 00 45 00
84 ac ce 39 24 53 cf Bf
18 <0 83 <8 00 00 00 01
77 77 09 62 72 75 be B3
0o 0o o1 oo o

S
SRR,

...... . ww, hrunc

hing.com ..

Fiter]|

File: dns.pcap Drops: 0




© wwwpcap - Ethereal X

File Edit Capture Display  Tools Help

No.lLength |Time |S|:|uru:e |Destinati|:|n |F'rcutocc:I| Info A

16 74 7.034102 10.1.1.85 vt brunching. com TP 1028 > wam [SYN] Seq=326174114 fAck=
i} L096750  wew. hrunching. 10.1.1.85 TCP et x> 1028 [SYMN, ACK] Seq=3359575498
== .096850 10.1.1.85 vl brunching. com TP 1028 > wemd [ACK] Seq=42E6174115 Ack=

L097373 10.1.1.85 v, brunching. com  HTTP GET / HTTR/1.0

163414 v, hrunching 10.1.1.85 ——— S S

1433255 v, brunchi ng. IRIRI= el Contents of TCP stream

.433328  10.1.1.85 vl brunck [GET /7 HTTRA1.0
LA41772 v brunching. 10.1.1.85 [[Connection: Keep—alive
447430 10.1.1.85 v brunck USEr—lF'.gentl;I an;']ﬂafdl.?S [en] {¥11; U; Linux 2.2.17—crunch 16860

h Host: wa. brunching. com
g}g;gg mg:ﬂgzm:g 1. 1.1 e Accept: image/qif, image/s—sbitmap, image/jpeq, image/pipeq, image/png, *7*
TV T R - fccept—Encoding: gzip

2o 10.1.1.585 - Accept—Language: en
.023938 . brunching. 10.1.1.85 |accept—Charset: iso-8859—1,%,utf-g
.031954  www. brunching. 10.1.1.85
L037775  wes. brunching. 10.1.1.85 [HTTP/1.1 200 0K
na7aa1  1n 1 1 85 wss hrnnck [Date: Fri, 27 Apr 2001 18:47:18 OMT
= Server: fApache/1.3.12 (Unixd
Set—Cookie: épache=nis132.kc.netising, com, 24820988397239143; path=/; expires=Mon, 25-&pr—11 18:47:18 G@

MT

~-J [ N Bt BN N R B B N R |

[* Frame 31 (GE on wire, GF captured) Connectian: close

I Ethernet II Content—Type: text/htm]

=~ Internet Protocol
Version: 4 <IDOCTYPE HTML PUBLIC "—//W3C//DTD HTML 4.0 Transitional//EN">
Header length: 20 bytes <HTML>

b Differentiated Servi Field: 0x00 {DSCP 0x00 |<HEAD> e .
TLta?rfgn;:h? 52EW1CES 18 K00 € " <META name="description” CONTENT="Comedy. pure and simple as a hammer

o o to the farebrain.”>
Identification: Ox0083 <META name="keywords" CONTEWT="comedy, humor, jokes, fun, satire, parody,
Flags: 0=04 movie reviews, ratings, funny, joke":
Fragment offset: 0 <LIMK REL=S5tyleSheet HREF="/style.css" TYPE="text/css" MEDIA=screen:
Time to 1ive: B4 <TITLE>The Brunching Shuttlecocks — Comedy with a "Runch"</TITLE:

Protacol: TCP (Dx0E] </HEAD> } ; } ; . ; ; ; ; }
Header checheum: OxdS1c (correct) <BODY BGCOLOR="#FFFFFF" TEXT="#000000" LINK="H#OOOOFF" WLINK="HS00080" ALINK="H0000S0">

Source: 10.1.1.85 (10.1.1.85) CENTER> _
Destination: wew.brunching. com {208.37.137.201 gQELE HIDTH= 69%" BORDER=D>
~ Transmission Control Protocol, Src Port: 1028 (10 |<TD>»
Source port: 1028 (1028) <BR>
Destination port: wew (800 ¢0— Copyright (C 1998, 1999 Engage Media Corporation. A11 Rights Reserved —:
Sequence number: 426174405 <IFRAME WIDTH=468 HEIGHT=60 SRC="http://ad-adex3.flycast. com/server/iframe/TheBrunchingShuttlecocks/Cad
Acknow] edgement number: 3353580121 neralHumor /46502° SCROLLING="no’ MARGINWIDTH=0 MARGINHEIGHT=0 FRAMEBORDER=D VSPACE=D HSPACE=0>
. <& TARGET="_top” HREF="http:// ad—adex3.flycast. com/server/click/TheBrunchingShuttlecocks/GeneralHumor /@

Header length: 32 bytes AR502° »
I Flags: 020010 (ACKD) <M
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Source

10,0,0,1

Info

Destination

B

&F
Y

L

0040 pa

Fiter;

Add Expression..,

Filter name: |

Filter string: |

& Telnet

73 74

65 Be BY Be 67 20 6f fe 2

] T W e Y= A W =1 I FICICTIES S
0 B3 74 68 30 istening on ethi

ﬂ Reset|FiIe: wind8-inet.pcap Crops: 0

10,0,0,100 2 Telnet Data ...
WL AN T44] MEARRATE &R B0 TCP 1153 » 23 [ACK] SeqrH212068 Ack=201194419 Uin=7986 Ler-
262 BROWSER Local Master Announcement VALHALLA, Workstation, Serwver
251 BROWSER Domain/Workgroup Announcement RAMIREZ, WT Workstation,
262 BROWSER  Local Master Announcement MALHALLA, Workstation, Server
251 BROWSER Domain/lWorkgroup Announcement RAMIREZ, HT Workstation, 319
262 BROWSER  Local Master Announcement YALHALLA, Workstation, Server
251 BROWUSER  Damain/Workgroup Announcement RAMIREZ, NT Workstation,
Yer
Field name Felation Yalue (unsigned, yte) :ér
P rrame | is present | M,
[+ GIOP _ Vet
> GRE I= M,
[ GYRF - —_—
b H.261 - o
[ H1 ﬂ e
[ HSEP ==
ok T
¥ [» |ChAP
I ICMPYE
[- |CP
I 1CQ
= |EEE B02.11
Frame Control Field
Version
Subtype
Protocol Flags
D5 status
To D5
Fram D3
Eralgments 2l
| Accept | ~ Close |
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